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THE THREE NOTE SYMBOLS USED
IN THIS MANUAL EXPLAINED

Explanatory Note. These notes are for your information, and pose
no threat to equipment or life or limb.

oy
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\ attention to these items, since system performance or

/a, Cautionary Note. These notes are for your information. Pay
' function may be affected.
L

WARNING Note. These warning noted are to aert you to
personal danger or serious loss of function or data.
IT ISMANDATORY TO READ THESE NOTES AND PERFORM
THE ACTIONS OR ATTEND TO THE WARNINGS CONTAINED
WITHIN THEM.




Limited Warranty

NexWatch® warrants to the original user the Equipment manufactured by NexWatch® as described herein (the Equipment) to
be free from defects in material and workmanship for a period of one year from the date of purchase by such user or fifteen
(15) months from the date of shipment from the factory, whichever is sooner (command key and magnetic stripe warranties
differ, see below *) provided:

| NexWatch® has been notified within such period by return of any alleged defective equipment, free and clear of any liens and
encumbrances to NexWatch™ or its authorized Dealer at the address specified, transportation prepaid; and

1] the Equipment has not been abused, misused, or improperly maintained and / or repaired during such period; and
1 such defect has not been caused by ordinary wear and tear; and

IV such defect is not a result of voltage surges or brownouts, lightning, water damage or flooding, fire, explosion, earthquakes, tornadoes,
acts of aggression or war, or similar phenomena; and

\% accessories used as integral to any NexWatch® System have been approved by NexWatch® (such as, coaxial cables and batteries); and

VI the Equipment has been installed, and the installation has been supervised or tested by an authorized NexWatch® Dealer.

NexWatch® shall, at its option, either repair or replace, free of charge, the equipment found, upon NexWatch®'s inspection to
be so defective, or if agreed upon, to refund the purchase price, less a reasonable allowance for depreciation, in exchange for
the equipment.

This guide contains proprietary information of NexWatch® and its receipt or possession does not convey any rights to
reproduce, disclose its contents, or to manufacture, use, or sell anything (equipment or software) it may describe.
Reproduction, disclosure, or use without specific written authorization of NexWatch® is strictly forbidden. The information in
this manual is believed to be accurate and reliable, however, NexWatch® assumes no responsibility for any errors that may
appear.

NEXWATCH® MAKES NO OTHER WARRANTY, AND ALL IMPLIED WARRANTIES INCLUDING ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE ARE LIMITED TO THE EXPRESSED WARRANTY’S
DURATION AS SET FORTH ABOVE.

NEXWATCH®'S MAXIMUM LIABILITY HEREUNDER IS LIMITED TO THE PURCHASE PRICE OF THE EQUIPMENT. IN
NO EVENT SHALL NEXWATCH® BE LIABLE FOR ANY CONSEQUENTIAL, INDIRECT, INCIDENTAL OR SPECIAL
DAMAGES OF ANY NATURE ARISING FROM THE SALE OR USE OF THE EQUIPMENT. (Some states do not allow
limitations on incidental or consequential damages or on how long an implied warranty lasts, so the above limitations may not
apply.) This warranty gives specific legal rights; however, other rights which vary from state to state, may pertain.

* Digital command key and magnetic stripe card warranties vary, according to the particular card used. See the product
literature.

RESTRICTED RIGHTS LEGEND Use, duplication, or disclosure by the Government is subject to restrictions as set forth in
the subdivision (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013.

NexWatch®
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Fremont, CA 94539-7818, USA
www.nexwatch.com
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All rights reserved. Composed in the United States & Printed at Point of Shipment.
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FEDERAL COMMUNICATIONS COMMISSION RADIO
FREQUENCY INTERFERENCE STATEMENT

This device complies with part 15, sub-part C of the FCC Rules. Operation is
subject to the following two conditions:

1.This device may not cause harmful interference; and

-
A

" 2.This device must accept any interference received, including interference
that may cause undesired operation.

WHAT IS NEW IN THIS REVISION?

The principal reason for this new revision (Revision F) is that it has
information on three new NexWatch® products, the DR 4208S, the
DR 4208SGM and the DR 4208K. To be sure to find all of the new
information on these products, the best way is to do a content
search for the string 4208. You are sure to find everything in this
manual concerning these new products.

A new appendix, Appendix A, Reporting Modes for DRs, provides
information on the feature of the DR4201, DR4208S, DR4208SGM
and DR4208K readers which enables them to recognize multiple
types of non-NexWatch® credentials as well as the basic
NexWatch® credential.
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CHAPTER 1 - INTRODUCTION

The Digi Reader® Seriesis afamily of Digital Proximity Reader
(DigiReader®) devices. (Graphic representations of the DigiReader®
Series—not to scale— are shown in “Figure 1: The Different
DigiReader® Models” on page 1-2.) A Digi Reader® is abi-
directional security device that reads digital credentials, (from either
side of the sensor), at ranges from 1 to 20 inches (2%2to 51 cm),
depending upon the model and the environmental conditions.
DigiReader® devices are used with the NexSentry™ 4100, 4102,
4104, Star | and Star 11 (4100 Series), SE818SC and SE422 Access
Control Units (ACUs), with the ACUs either operating as stand-
alone devices or operating in conjunction with a StarGaze (SG), a
ProWatch(PW), a NexSentry™ Manager (NSM), a NexSentry ™
Command Center (NSCC), an SE6000, or an SE5850, NexWatch®
Access Control Host System. Connection between aDigi Reader®
and an ACU is over the NexWatch® proprietary S-NET interface or
over a Wiegand interface to a Wiegand ACU. (The Wiegand data
can be either 26- or 34-bit Wiegand standard.) (Also included inthe
Digi Reader® Seriesisa keypad-only reader, the DR4200K, whichis
the only family member available with the analog SE818SX ACU.)

Revision F, Part Number 6600025 10/15/02 DigiReader® Series 42XX 1-1



CHAPTER 1 - INTRODUCTION
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Figure 1: The Different DigiReader® M odels

CAUTION 1: Read this manual carefully before attempting
towirein pIaceaDigiReader®. Thewarranty is
void if damage occursto theunit asaresult
of incorrect wiring.

CAUTION 2: Theinformation in thismanual is not intended
to conflict with building codes, electrical codes,
fire codes, or safety codes required for any given
installation. In all cases the prevailing building/
electrical/fire/safety codes must take precedence.
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CHAPTER 2 - SPECIFICATIONS

DR4201

DR4203

DR4208S / SGM

Description of
Reader

Low cost / mounting
as 'light switch’

Digital proximity for
door mullions

Digital proximity with
extra read range

Dimensions (in.)

3.3x4.8x0.7

1.8x75x1.2

53x58x1.3

Dimensions (cm.)

84x12.2x1.8

4.5x19.0x 3.0

13.5x14.6 x 3.2

Xmit / Recv Freq'cy

132 kHz, full duplex operation / 66 kHz

Receiver Demodul'n

Phase-Shift Key (PSK) signal

Card Read Cycle

100 msec.

Power Source S-NET

- Wiegand (Pigtail)

+12.5to 24 VDC, <80 mA +12.5 to 24 VDC,

<150 mA

ACU I/F (9-wire)

9-wire pigtail = dual twisted pair (22 AWG + shield
for RS485, S-NET comm) + 26/34-bit 5-wire Wiegand

ACU I/F (4-wire)

Dual twisted pair (22 AWG + shield for RS485,
S-NET comm) for 41xx, 818, 422, Star ACUs

Power Dissipation

< 2 watts < 5 watts

Controllers

NexSentry Star | & Il, 4100 Series, 818SC, 422.

Indicators

Single tri-color (green - yellow - red), programmable. Beeper.

Tamper Protection

Yes

Humidity / Temp.

10% to 85% non-condensing. / -31°Fto 150°F (-35°C to 66°C)

Environment

Indoor or Outdoor - (PC boards conformally coated for external use).

Weight (0z. / grams)

50z./140 gm. ‘<1602./450gm. ‘1202./340gm.

ADA Compliant

Yes; Special features for facilitating disabled access include: hands-
free access, audible and visual indicators to indicate access status.

Max. Read Range DR4201 DR4203 DR4208S
QuadraKey
2Smart to 1.5in. |to3.8cm. |to 3in. to 7.6 cm. |to 8in. to 20 cm.
NexKey
KeyMate to1lin. to 2.5cm. |to lin. to25cm. [to5.5in. |to 14 cm.

Revision F, Part Number 6600025 10/15/02
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CHAPTER 2 - SPECIFICATIONS

DR4208K

DR4220

DR4200K

Description of
Reader

Digital proximity
with KB

Digital proximity with
max read range

DR4205K Look-Alike,
KB only

Dimensions (in.)

55x55x15 14.3x12.4x 1.0 50x50x1.3

Dimensions (cm.)

14.0x 14.0x 3.8 36.3x31.5x25 12.7x 12.7%x 3.2

Xmit / Recv Freq'cy

132 kHz, full duplex operation / 66 kHz

Receiver Demodul’'n

Phase-Shift Key (PSK) signal NA

Card Read Cycle

100 msec.

Power Source S-NET

- Wiegand (Pigtail)

+12.5 to 24 VDC, +12.510 24VvDC, | Same as DR4201

<120 mA <500 mA

ACU I/F (9-wire)

9-wire pigtail = dual twisted pair
(22 AWG + shield for RS485, S-NET comm) +
26/34-bit 5-wire Wiegand

NA

ACU I/F (4-wire)

Dual twisted pair (22 AWG + shield for RS485,
S-NET comm) for 41xx, 818, 422, Star ACUs

Power Dissipation

< 5 watts ‘ < 15 watts <2 watts

Controllers NexSentry Star | & Il, 4100 Series, 818SC, 422.
NOTE: DR4200 is only device 818SX can use.
Indicators Single tri-color (green - yellow - red), programmable. Beeper.

Tamper Protection

Yes

Humidity / Temp.

10% to 85% non-condensing. / -31°Fto 150°F (-35°C to 66°C)

Environment

Indoor or Outdoor - (PC boards conformally coated for external use).

Weight (oz. / grams)

8 0z./225gm. | <160z./450gm. | 120z./340gm.

ADA Compliant

Yes; Special features for facilitating disabled access include: hands-
free access, audible and visual indicators to indicate access status.

Max. Read Range DR4208K DR4220 DR4200K
QuadraKey

2Smart to5in. to13cm. | to 20in. | to 51 cm. NA
NexKey

KeyMate to3.5in. | to9cm. to 12 in. to 31 cm.

2-2 DigiReader® Series 42XX
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CHAPTER 2 - SPECIFICATIONS

DR4205 DR4205GM DR4205K

Description of
Reader

Digital proximity, inte-

Digital proximity, able
grated waterproof KB

Digital proximity to be glass-mounted

Dimensions 53x5.8x1.3
Dimensions 13.5x 14.6x 3.2
Transmit 132 kHz, full duplex operation
Receiver 66kHz
Receiver Phase-Shift Key (PSK) signal
Card Read 100 msec.
Power: S-NET +12.5 to 24 VDC, < 80 mA

- Wiegand

Wiegand Pigtail

Yes

ACU I/F (9-wire)

9-wire pigtail = dual twisted pair (22 AWG + shield
for RS485, S-NET comm) + 26/34-bit 5-wire Wiegand

ACU I/F (4-wire)

Dual twisted pair (22 AWG + shield for RS485, S-NET comm)
for 41xx, 818, 422, Star ACUs

Power dissip’'n

Less than 2 watts

Controllers NexSentry Star | & I, 4100 Series, 818SC, 422.
Indicators Single tri-color (green - yellow - red), programmable. Beeper.
Tamper
Protection es
Humidity 10% to 85% non-condensing
Temperature -31°F to 150°F -35°C to 66°C
Environment Indoor and Outdoor use - (PC boards conformally coated for external use).
Weight (0z.) 15 19 15
Weight (grams) 420 532 420

ADA Compliant

Yes; Special features for facilitating disabled access include: hands-free
access, audible and visual indicators to indicate access status.

Maximum
Read Range

All DR4205 models

QuadraKey

2Smart

NexKey

to 4in. to 10 cm.

KeyMate

to 2in. to5cm.

Revision F, Part Number 6600025 10/15/02
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CHAPTER 3 - FEATURES AND OPERATIONS

A DigiReader® emits alow-level 132-kHz field. When adigital
credential (card, KeyMate™, etc.) is placed in thisfield, adigital
chip embedded in the credential uses the field's energy for
activation. Once activated, the credential responds by broadcasting a
70-kHz signal, modul ated with a credential-specific code sequence,
back to the reader. The reader receivesthissignal and convertsitto a
digital code which is then sent to the ACU, (the Controller). The
Controller identifies the digital credential according to its code and
makes either an access granted or an access denied decision, based
on credential information stored in the Controller's database or the
host system's database.

The DR4205K and DR4208K both have a keypad on the face of the
DigiReader®. The keypad is used to enter the user’s Personal
Identification Number (PIN). The DR4205K keypad version can be
configured for credential-only use, or keypad-only use, or both.

DigiReader® Set Up for 818SC, 4100-Series or Star | ACUs
The 818SC, 4100-series or Star | ACUs set the use parametersvia
the ACU DOOR Command. If the SNET Reader Type entry isset to
DKR, the credentia usewill be activated for that door; set to NONE,
the credential use for that door will be de-activated. For the same
door/reader combination, if the VIP Enableis set to Yes or No, the
keypad portion will be activated or de-activated, respectively.

The DR4200K is a keypad-only reader look-alike of the DR4205K,
activated from the ACU DOOR Command by setting VIP Enable
(for that door) to Yes.
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Basic Operation

DigiReader® Set Up for Star 11 ACUs
The Star 11 ACU sets the use parameters viathe Star 11 Door
Configuration Data screen, Reader Tab, as shown below.

If the DR4200K (which has keypad only) is used as an adjunct to a
digital-credential-reading DigiReader® (DR4201, DR4203,
DR4205, etc.), it would be selected as Reader 2.

Edit NexSentry Star |l Door - Main Lobby Entry |
General | Lock  Reader | Exit | Misc |
— Reader:
(% FReader]l ¢ Feader? Type: IDigitaI Feader j ...............................
Configuratior: [/ 1 Momal DER Corfig j Mew... Digital Reader
: I_ _l MSR5
Time Group: I@ 1 24 Hrs, 8 Daps j P e, .. | MEEKS
YT ‘Wiegand Header

Configuration: I_EJ 1 Customer Required Config, j Mew... |

Figure2: Star 11 Door Configuration Data: Reader Tab

Table 4. Star || Door Configuration Data: Reader Tab

Reader 1/ Normally, select Reader 1 only. If two separate and diff-
Reader 2 erent kinds of readers (such as DKR and MSR) are used at
the same door, then select both Reader 1 and Reader 2.

Type Select the type of reader being used from the Drop-list as
shown above.
Reader Con- Select the previously configured Reader Configuration.
figuration
Reader Select a Time Group from the drop-down list to determine

TimeGroup when this Reader will be needed to gain access.
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Table 4a. Sar 11 Door Configuration Data: Reader Tab (continued)

VIP (Keypad) Select the previously configured Keypad Config. The

Configuration choices will be based upon the Keypad Type.

Keypad Select a Time Group from the drop-down list to determine
TimeGroup when this Keypad will be needed to gain access.

Enablewhile  Check either or both boxes to determine when the Keypad
Zoneis: will be needed. Armed / Disarmed state can be used in

Armed or conjunction with Time Groups. Changing the associated
Disarmed Zoneto the checked state will override any Time Code.

LED (AND BEEPER) OPERATION

LED (and Beeper) (S-NET Operation)
All Digi Reader® modelshaveas ngle three-color (red-amber-green)
LED controlled by the Access Control Unit (ACU) to which the
Digi Reader® is attached. * Figure 3: LED Locationsfor the Different
DigiReader® Models’ on page 3-4 shows the location of the LED
on each of the DigiReader® models.

With the DigiReader® on line to an ACU and with power applied,
(the ready state), the LED of the DigiReader® will be a constant red.
When a DigiReader® is configured to read digital credentials only
(with no keypad part of the DR4208K or DR4205K or VIP2 or
DR4200K activated for the same door), avalid credential will
produce a momentary amber LED, followed by a green LED for the
door unlock time or until the door is closed following the credential -
holder's access; (the LED will then return to the constant red). With
akeypad aso activated, the amber LED will continue until either
both the valid digital credential and valid PIN, in either order, have
been read/entered, producing the green unlock time LED, or until the
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PIN grace period has been exceeded, producing thered LED. With
only the keypad activated, avalid PIN will produce the momentary
amber, the unlock green and the return to the constant red.

The complete operational characteristics (LED and beeper behavior):

« for aDigiReader® with keypad see “ Table 5. System LED/Beeper
Behavior (DigiReader® & Keypad Enable)” on page 3-5.
(DR4205K or DR42xx with DR4200K on same door.)

« for aDigiReader® without keypad see “ Table 6. System LED/
Beeper Behavior (Reader Capability Only Enabled)” on page 3-5.

+ for akeypad only see “Table 7. System LED/Beeper Behavior
(Keypad Only Enabled)” on page 3-6.

./ mEE

DR4205K
DR4208K

DR4201 DR4203

DR4205
LEDs DR4208S LEDs LED

DR4220

Figure 3: LED Locationsfor the Different DigiReader® Models
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On-Line Off-Line Demo
Status LED Beeper |LED Beeper |LED Beeper
No Credential Steady red Off Cycle: Flash Off Steady Off
Data Sent to red, steady red
ACU. No KB Key amber, off for
Pressed 4, 4,52 sec.
Valid Credential | Steady amber Single Flash amber Beep Steady Beep
Read until PIN entry or | beep continuously contin ~ | amber & | every ~2
grace period ~0.2 seconds |0.8sec. |for~10 |sec.
I i Steadv off for rar | Sinal while card while sec. after | while
”V"’(‘j' - d'teably ofrtor rar b'”g e present card remov- | card pre-
Credentia Isable ime eep present |ingcard |sented
Valid PIN Steady red until | Beep for | Cycle: Flash Beep Red until | Beep
Entered PIN entered; each PIN | red for 4 sec., |once for |6 keys once for
steady amber digit steady amber | every pressed, |every
until card read or | entered |for 4 sec., off |key then key
grace period for 52 sec. pressed |amber pressed
ended (unchanged for ~10 (up to 6)
Invalid PIN Steady amber Beep groergsréc()j Igery sec.
until grace period | each
ended digit card present)
Table 5. System L ED/Beeper Behavior (DigiReader® & Keypad Enable)
(LED behavior under ACU control, determined by ACU programming.)
On-Line Off-Line Demo
Status LED Beeper |LED Beeper |LED Beeper
No Credential Steady red Off Cycle: Flash Off Steady Off
Data Sent to red, steady red
ACU amber, off for
4,4,52 sec.
Valid Credential | Steady green as | Beep ~5 | Flash amber Beep Steady Beep
Read door unlocks sec. continuously contin ~ | amber & | every ~2
: . ~0.2 seconds | 0.8 sec.: |for~10 sec.:
Invalid Steady off for Single while card card sec. after | card
Credential {ﬁ;‘a\ger disable | beep present present |remov cd | present

Table 6. System LED/ Beeper Behavior (Reader Capability Only Enabled)
(LED behavior under ACU control, determined by ACU programming.)
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On-Line Off-Line Demo
Status LED Beeper |LED Beeper |LED Beeper
No 4200 or Steady red Off Cycle: Flash Off Steady Off
4205K Key red, steady red
Pressed amber, off for
4, 4, 52 sec.
Valid PIN Steady red until | Beep for | Cycle: Flash Beep Red until | Beep
Entered PIN entered; mo- | each PIN | red for 4 sec., |once for |6 keys once for
mentary amber, | digit steady amber | every pressed, |every
steady green for | entered |for 4 sec., off |key then key
reader disable/ for 52 sec. pressed |amber pressed
door open time (unchanged for ~10 (up to 6)
Invalid PIN Steady amber Beep ea g;)ergsré%)key sec.
digit

Table 7. System LED/Beeper Behavior (Keypad Only Enabled)
(LED behavior under ACU control, determined by ACU programming.)

LED (Wiegand Operation)
The LED iscontrolled to be red or green by the level of the Wiegand
control input. Thisisafunction of the particular Wiegand unit.

SPECIAL FEATURES OF THE 4201,
4208S AND 4208K DIGIREADER®sS

DR4201, DR4208S, DR4208K Operation (S-NET Mode)

» Thereader responds as both a DK R-type and an M SR-type device.
The assigned address message determines the reporting method
for this reader.

* TheRFfield is powered at all times.
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Soecial Features of the 4201, 4208S and 4208K DigiReader®s

» The microcontroller uses a synchronous technique to sample the
incoming data bits and shift them into a 48-byte data buffer. The
data collection and reporting techniques are key-type dependent.
The reader alternates between the two key types as follows:

« Key type 1 (NexWatch® QuadraKey™, NexKey™, 2Smart™,
and KeyMate™).
For 50 msec the key message data is serially shifted into a buffer
while searching for an 88-bit PSK key message signal in
NexWatch® format. The received key datais validated if it
contains:

« the proper 8-bit preamble,
« a32-bit reserved field,
« a32-bit keycode field,

avaid mode character,

avalid parity character,

avalid checksum byte, and
« thereceive buffer contains two identical 88-bit key messages.

Reporting as an S'NET DKR-type, only the key 1D is reported to
the ACU.

Reporting as an SNET MSR-type, the NexWatch® key is
reported tothe ACU inan S-NET MSR-type log response with:

« key data in message characters 2-10,
- Site code (always 9999) in message characters 11-14, and
» company code (always 9999) in message characters 19-22.

» Key type 2 (HID ProxPro™, |SOProx™, DuoProx™, and
Corporate 1000™):
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For 120 msec the key message datais serially shifted into a buffer
while searching for a 48-bit FSK-modulated M anchester-encoded
signal. Thereceived key dataisvalid if it contains:

- astart character with 2 Manchester code violations,
« no other Manchester coding violations, and
« thereceive buffer contains two identical 48-bit key messages.

Reporting as an S'NET DKR-type, only the key 1D is reported to
the ACU.

Reporting asan SNET M SR-type, thiskey isreported to the ACU
inan S'NET M SR-type log response. The MSR data sent depends
on the key type recognized:

« 26-bit key:

- key data in message characters 7-10,

« Site code in message characters 11-14,

« company code (always 9999) in message characters 19-22.
« 35-hit key:

- key data in message characters 6-10,

« Site code in message characters 11-14,

« company code (always 9999) in message characters 19-22.
« 37-bit key:

- key data in message characters 6-10,

« Site code in message characters 11-14,

« company code (always 9999) in message characters 19-22.
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DR4205K and DR4208K Special Operating Features

* Only one keycode is received and reported at atime. A 1-second
timer is started when a key isread to prevent the same key from
being repeated too quickly.

DR4201, DR4208S, DR4208K Operation (26-bit, 34-bit Wiegand Mode)
* TheRF field ispowered at al times.

» A digital key isreceived in the same fashion as for the SSNET
operation. (See above).

« If thekey isin 88-hit NexWatch® format, then either the 32-hit (or
26-hit) keycode isimmediately transmitted viathe data 0 and data
1 lines, most-significant-bit first.

* If the key isa48-bit type then the key content is checked to
determine if 26-bit, 35-bit or 37-bit datais to be sent. If the
content cannot be determined then no message is sent.

* Only one keycode is received and reported at atime. A 1-second
timer is started when a key isread to prevent the same key from
being repeated too quickly.

DR4205K AND DR4208K
SPECIAL OPERATING FEATURES

For the NexSentry Star |, Star 11 and 4100 Series ACUs, the
DR4205K and DR4205K readers have two modes of operation, the
Normal Mode and the KeyPad-Credential (or KP-Credential Mode).

Address Switch S1 on the DR4205K
Address switch S1, ( the upper byte of the address), determines mode
selection. If SlissettoOor 8, the Normal Modeisselected. If Slis
setto4,50r 6, (or C, D or E), the KP-Credential Mode is selected.
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DR4205K and DR4208K Special Operating Features

Setting Normal Mode on the DR4205K
With DR4205K address switch S1 set to 0, the DR4205K operatesin
itsnormal mode. DR4205K address switch S2 isthen set to the
physical Reader/Door address of the DR4205K: 1 through 9 and A
through F, (for DigiReader® addresses 1 through 15). See“Table 8:
DR4205K Normal Mode Settings, S1 and S2” on page 3-10.

Since there are 16 possible DR4205K reader addresses, a special
provision is made to address the 16th reader in the normal mode.
For the 16th address, set switch S1 to 8 and switch S2 to O.

(With both address switches S1 and S2 set to 0, a DigiReader®
DR4205K is off-line.)

DR4205K Normal Mode

Reader Address | (Off-Line) | 1 2 3 4 5 6 7

S1 0 0 0 0 0 0 0 0

S2 0 1 2 3 4 5 6 7

DR4205K Normal Mode

Reader Address | 8 9 10 11 12 13 14 15 16

S1 0 0 0 0 0 0 0 0 8

S2 8 9 A B C D E F 0

Table 8 DR4205K Normal Mode Settings, S1 and S2
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Address Switch S1 on the DR4208K

Address switch S1 determines both the mode selection and the
address. If Slisset to 0 through 31, the Normal Modeis selected. If
Sl isset to 60 through 7F, the KP-Credential Mode is selected.

Setting Normal Mode on the DR4208K

|

With DR4208K address switch S1 set to 0 through 31, the DR4208K
operates in its Normal mode, with these address switch DIPs
representing the physical Reader/Door address of the DR4208K.
See “Table 9: DR4208K Normal Mode DIP Settings, S1” on

page 3-11.

There are 32 possible Normal Mode DR4208K reader addresses.
Addresses 1 to 31 are addressed directly with the low-order five DIPs.
The 32nd address is selected by activating the O off-line setting.

(With the S1 DIPs set to 0, a DigiReader® DR4208K isinitially off-
linein the Norma mode. Subsequently the O DIP setting represents
address 32.

DR4208K Normal Mode

Reader Address

Off-Line(f32 |1 |2 3|4 |56 |7 8|9 |10|11 |12 (13|14

S1

0 112|3|4|5|6|7|8|9|A B|C|D|E

DR4208K Normal Mode

Reader Address

15

16 |17 |18 |19 |20 |21 |22 |23 |24 |25 (26 |27 |28 |29 |30 |31

S1

10 ({11 |12 |13 |14 |15|16 (17 |18 |19 |1A|1B|1C|1D | 1E | 1F

Table 9: DR4208K Normal Mode DI P Settings, S1
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Operational Characteristics of DR4205K and DR4208K Normal Mode:

* DKR portion only enabled: the credentia is sent as a credential,
and no PIN is expected.

* VIP portion only enabled: the PIN issent asaPIN. No
credential is expected.

» Both DKR and VIP portions enabled: the credential issent asa
credential, the PIN issent asa PIN. Both the credential and the
PIN are expected (in either order).

Deselecting either the DKR or VIP portion requires powering off and
on the DR4205K or DR4208K (or issuing a RESET command in the
termina mode) to establish the desel ected state.

Setting DR4205K KP-Credential Mode

With DR4205K address switch S1 setto 4, 5 or 6, the DR4205K
operatesin its'KP-Credential' mode. In the KP-Credential Mode the
DR4205K operates in a special manner if only the DKR portion or
the VIP portion of the DR4205K is enabled: see Operation in KP-
Credential Mode, below. The number of digitsin the KP-Credential
isdetermined for the DR4205K by the 4, 5 or 6 of address switch S1.
DR4205K address switch S2 determines the physical Reader/Door
address of the DR4205K for nodes 1to 15. See “Table 10:
DR4205K KP-Credential Mode Settings, S1 and S2” on page 3-13.

For the DR4205K physical S-NET addresses 1 through 9, set switch
Sl to the S-NET values and switch S2 to the number of KP-
Credential digits, 4, 5or 6. For Reader/Door addresses 10 through
15, set switch S1to A through F and switch S2 to the number of KP-
Credential digits4, 5 or 6.
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For the DR4205K 16th address, for a number of KP-Credentia digits
equal to 4, 5or 6, set switch S1to C, D or E, respectively, and switch
S2t0 0.

(With both address switches S1 and S2 set to 0, a DR4205K is off-

line.)
KP-Credential Mode

Reader Address (Off-Line) | 1 2 3 4 5 6 7
4 PIN Digits 4 4 4 4 4 4 4

S1 5 PIN Digits 0 5 5 5 5 5 5 5
6 PIN Digits 6 6 6 6 6 6 6

S2 0 1 2 3 4 5 6 7

KP-Credential Mode

Reader Address 8 9 10 | 11 | 12 | 13 | 14 | 15 | 16
4 PIN Digits | 4 4 4 4 4 4 4 4 C

S1 5 PIN Digits | 5 5 5 5 5 5 5 5 D
6 PIN Digits | 6 6 6 6 6 6 6 6 E

S2 8 9 A B C D E F 0

Table 10: DR4205K K P-Credential M ode Settings, S1 and S2

Revision F, Part Number 6600025 10/15/02 DigiReader® Series42XX 3-13



CHAPTER 3 - FEATURES AND OPERATIONS
DR4205K and DR4208K Special Operating Features

Setting KP-Credential Mode on the DR4208K

Ly

With DR4208K address switch Sl set to 60 through 7F, the
DR4208K operatesin its KP-Credential mode, with the five low-
order DIPs (1-5) representing the physical Reader/Door address of
the DR4208K and DIPs6 and 7 setto 1. See“Table 11: DR4208K
KP-Credential Mode DIP Settings, S1” on page 3-14.

There are 32 possible KP-Credential Mode DR4208K reader
addresses. Addresses 1 to 31 are addressed directly with the low-order
five DIPsand DIPs 6 and 7 set to 1. The 32nd address is selected by
activating the 60 off-line setting.

(With the S1 DIPs set to 60, a DigiReader® DR4208K isinitially off-
linein the KP_Credentila mode. Subsequently the 60 DIP setting
represents address 32.

DR4208K KP-Credential Mode

Reader Address

Off-Line{32 1 (2 |3 |4 |5 |6 |7 |8]|9 10|11 |12 |13 |14

S1

60 61 |62 |63 |64 |65 |66 |67 68|69 |6A|6B|6C|6D|6E

DR4208K KP-Credential Mode

Reader Address

15|16 |17 |18 |19 |20 |21 |22 |23 |24 | 25|26 |27 |28 |29 |30 |31

S1

6F |70 |71 |72 |73 |74 |75 |76 |77 |78 |79 |7TA| 7B | 7C|7D|7E |7F

Table 11: DR4208K K P-Credential M ode DI P Settings, S1
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Operational Characteristics of KP-Credential Mode:

NOTE: For either the DR4205K or DR4208K , enabling only either
the DKR or VIP portion, as described below, i.e.deselecting
L1 either theVIP or DKR portion, requires powering off and on
= (or issuing aRESET command in the terminal mode) to
. establish the DK R-only or VIP-only state.

» DKR portion only enabled: a credentia presented (or a KP-
Credential entered) is sent as acredential.

» VIP portion only enabled: a KP-Credentia entered (or a
credential presented) issent asa PIN.

» Both DKR and VIP portions enabled: the operation is the same
as for the normal mode.

DR4205K KP-Credentials
* DR4205K Sl setto4, 5, 0r 6 (or C, D or E): determinesthe
number of DR4205K KP-Credential digits, 4, 5 or 6.

DR4208K KP-Credentials
» DR4208K DIP switches 6 and 7 set On: the DR4208K is put
into the KP-Credential mode, so that DIP-switch hexadecimal
addresses 61-6F represent KP-Credential DR4208K addresses
1-15; hexadecimal addresses 70-7F represent KP-Credential
DR4208K addresses 16-31; hexadecimal address 60 represents
KP-Credential DR4208K address 32.
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3-16

NOTE: Both the Normal hexadecimal address of 0 and the KP-

il Credential hexadecimal address of 60 on power up are
| treated as being off-line, but represent address 32 when
= re-entered.

* DR4208K KP-Credential length may be up to 9 digits. The
KP input digits must be terminated with a # key.
Example: 1234# entered will send a PIN code of 1234. In the
KP-Credential mode: if the keypad is off-line (to the ACU), both
the PIN entry and the credential will be reported as a key. If the
reader is off-line, both the PIN entry and the credential will be
reported asaPIN.

NOTE: When the delimiting # key is entered, the | ast-entered (up to)
9 digits will represent the KP-Credential.

= If "too many" digits are entered, then any digits ahead of the
last-entered 9 digits will be discarded.

Example: If 3141592653589792459¢# is entered then the KP-
Credentia will be 589792459.
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GENERAL INSTALLATION

See the procedures for the reader model and installation type below
for additional instructions.

Cable Preparation:
1 Route the data and power cable to the Digi Reader® location and

prepare the cable for attachment to the DigiReader®.

2 Remove two inches of the plastic jacket and the shielding foil from
the cable.

3 Strip each wire back 1/4" for connecting to the Digi Reader®.

DR4200K, DR4203, DR4205 Series, DR4208S/K, DR4220 Installation:
1 The S-NET cable on the DigiReader® may be routed from the back,

bottom or the side of the DigiReader®. The reader is pre-configured
for cableinstallation through the back mounting plate.

NOTE: SNET cableisrouted directly through the back on the
DR4203, DR4208S, DR4208K, and DR4220, and, from the back, on
¥ the side on the DR4205GM DigiReader® only, (see “Figure 4: Cable
=] Routing Configurations’ on page 4-2 and “Figure 14: 4205GM &
4208SGM: Placement of Decal & Reader onto Glass’ on page 7-6),
and on the back, through the gap made by removing the plastic notch
on the DR4200K, DR4205, DR4205E, and DR4205K Digi Reader®s.

-
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2 Forthe DR4200K, DR4205, DR4205E, and DR4205K Digi Reader®
models, remove the plastic notch from the bottom of the cover. A
rattail file may be used to enlarge the opening (see “ Figure 4: Cable
Routing Configurations’ on page 4-2).

3 TheDR4208SDDigi Reader® cabl e(s) are designed to be routed in two
ways. The unit comes from the factory with the cable, secured by a
'SW-NE' strap, routed through the hole in the middle of the upper left
guadrant (looking at the back of the unit). Alternately you can re-
route the cable through the bottom notch, (removed asin paragraph
2, above) by opening the case, carefully removing the PCB (four
screws), snipping the 'SW-NE' strap, securing the cable with a'W-E'
strap, (viathe holes provided for this purpose in the PCB), and re-
assembling the unit.

—_— r— — - ————————
SW-NE strap
a9 - gy "--\.\, ':.ﬁg
L8 - \"-\.
-
———— ", i
. .-‘:, ,a- L

strap _& r‘:ﬁ &+
|I __.-',-
| iy Ty - —._J_ . '\-'I-_r\— ‘|-r7 —._r - .."\-\_r 1_.a o’ ll'. -._.ll:1_

g\ G 3 Strapping «
on DR4208S
(Only 2 holes on DR4208K)

Note 2

Figure 4: Cable Routing Configurations
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NOTE 1: The DR4203 cable is routed through the back only.

NOTE 2: For the DR4200K, the DR4205 and the DR4220 Digi-
- Readers, and as an alternative for the DR4208S, open the notch for
routing the cable through the bottom of the Digi Reader®.

NOTE 3: Drill a¥4" diameter hole in the appropriate side of the facia
for the DR4205GM only. (See*Figure 15: 4205GM (& 4208SGM):
Routing Cable & Attaching Facia’ on page 7-7 for the location.)

« Connect the DigiReader® interface cable to the controller wiring
run according to “Table 13: Internal InterFace Cable for SSNET
and Wiegand” on page 5-2. If the DigiReader® isthe last SNET
device on the S-NET cable run, install the termination jumper as
directed in “Table 12: Termination Jumpers” on page 5-1.

* Set the address switch, as required.
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120-OHM TERMINATION/JUMPER
(INTERNAL/EXTERNAL)

120 ohms of resistance is placed between Data A and Data B for
proper end-of-line termination. Apply the terminator only if the
DR4200 Series DigiReader® is the last device on the cable.

Termination/Jumper Termination/Jumper
Reader Internal* | Location Reader Internal* | Location
DR4200K Yes w1 DR4205t Yes w1
DR4201 Yes w1 DR4208S# Yes w1
DR4203 Yes W3 DR4208K Yes S1 dip 10 on
DR4220 Yes W1

* Jumper only available on surface mount technology (SMT) models
T All models: DR4205, DR4205GM and DR4205K
T Both models: DR4208S, DR4208SGM

Table 12: Termination Jumpers

INTERNAL |/F CABLE (4200K/4201/
4203/4205/4208S/4208K /4220)

An attached pigtail cable assembly provides the connection from the
printed-circuit assembly and keypad to the access control unit wiring
on al of thefollowing Digi Reader® models: DR4200K , DR4201,
DR4203, DR4205, DR4205E, DR4205GM, DR4205K, DR4205W,
DR4208S*, DR4208SGM*, DR4208K* ( * note the wider voltage
range) and DR4220. The cableis color coded as follows:
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Recommended SNET Cable
COLOR | FUNCTION S-NET Use Wiegand Use
Red +12.5to +24 S-NET Nominal Wiegand Nominal
VDC
Green S-NET A For use with Nex-
Watch S-NET acc- NA
White S-NET B ess control panels
Black GND S-NET DC Return Wiegand DC Return
Shield Earth S-NET Shield Wiegand Shield: Tied to Wiegand DC Return
Blue Data 0 (Out 0) For use with Wiegand
access control panels
Orange Data 1 (Out 1)
NA

Yellow LED O Red Both LEDs are ACU controlled

and are ON / low or OFF / high
Brown LED 1 Green

Table 13: Internal InterFace Cablefor SNET and Wiegand

RECOMMENDED S-NET CABLE

The type of cable used for the S-NET will depend on the total length
and the number of devices connected. “Table 14: Recommended S-
NET Cable’ on page 5-2 lists NexWatch®-recommended cables:

MANUFACTURER | PHYSICAL GAUGE
DESCRIPTION
Southwest Wire & 2 Conductor: Data 22 AWG
Data and Power < 4000 ft. Cable SW 179/Gray 2 Conductor: Power | 16 AWG
Belden 9552 Pair Chi 18 AWG
Data and Power < 500 ft. Belden 1069 2-Pair Shielded 16 AWG
Data Only > 500 ft. Belden 9841 1-Pair Shielded 24 AWG
Belden 9341 18 AWG
Power Only > 500 ft. Belden 9342 2 Conductor 16 AWG
Belden 9343 14 AWG

5-2 DigiReader® Series 42XX

Table 14: Recommended S-NET Cable
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DigiReader® Address Switches

DIGIREADER® ADDRESS SWITCHES

Rotary Address Switches for DR4200K, 4203, and 4205 (all models)
Each DigiReader® must have a unique address. The DR4200K,
DR4203, and DR4205 (all models) DigiReader®s use two address
switches S1 and S2, (as shown in “Figure 5: Address Switches for
4200K, 4203 & 4205 (all models)” on page 5-3):

Figure5: Address Switchesfor 4200K, 4203 & 4205 (all models)

» Switch S1 hastwo uses: to select the specia reader modes of
operation, and to allow address 16 (as shown in “Table 15: Valid
Settings - DR4200K, 4203, 4205 S1 and S2” on page 5-4). Slis
set to O (factory default setting) for S-NET operation and F for
Wiegand operation.

» Switch S2 is used to set the Reader/Door address, and, with S1 set
to F, for additional options, including (S2 = A or B) the Wiegand
number of bits. S2 has afactory default setting of 1, but it may be
set to any address from 1 to F (15). A 16th DigiReader® address
is provided by setting switch S2 to 0 and switch S1 to the settings
shown in “Table 15: Valid Settings - DR4200K, 4203, 4205 S1
and S2” on page 5-4).

Valid addresses may be limited by the controller. (Please see the
appropriate controller manual.)
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DigiReader® Address Switches

When used with an SE422, addresses 01 and 02 should be assigned
to nodes 13 (VIP2/DR4200K) and 15 (DKR), and 14
(VIP2/DR4200K) and 16 (DKR), respectively, see section 6 of the
SE422 Installation Manual (p/n 66108328001), under Entry (Door)
programming, questions 14 and 15.

S1 S1(PIN/
(Normal |Credential Mode S2 FUNCTION
Exceptions| Mode) — 4205K Only)
and 0 4,50r6 1
Feature 0 4 50r6 2
Notes Reader/Door addresses
' ' ' 1-F hexadecimal
b vy 5 o 6 E (1-15 decimal)
0 4,50r6 F
44220055K02T;y ? C.DorE 8 Reader/Door address 16 decimal
4203/4200K 0 0 (No address 16)
All except F A Wiegand 26-bit
4200K F B Wiegand 34-bit
All F E Demo Mode
(Not 4200K) F F RF Test Mode

Table 15: Valid Settings - DR4200K, 4203, 4205 S1 and S2

DIP Address Switch S1 for DR4201, 4208S/SGM/K and 4220
The DR4201 and DR4220 each have a 5-position DIP-switch S1.
The DR4208S, DR4208SGM and DR4208K all have a 10-position
DIP switch S1. These DIP-switches are shown in “Figure 6: S1
Address DIPsfor 4201 and 4220 (Address 1 Selected)” on page 5-5,
with S-NET address 1 selected. In each case the DIP-switch S1
combines the functions of the rotary address switches S1 and S2
used by the other DR4200 Series DigiReader®s.
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DigiReader® Address Switches

s

1 2

DR4201
DR4220
3 4 5

i

TN

DR4208S
DR4208SGM
DR4208K

(o]

Figure 6: S1 Address DIPsfor 4201 and 4220 (Address 1 Selected)

“Table 16: DR4201 and 4220 S1 Address DIP-Switch Settings’” on
page 5-5 shows selections for S-NET addresses and Wiegand,
DEMO mode and TEST mode for these Digi Reader®s.

Switch S1 Settings [Reader/Door Switch S1 Settings [Reader/Door

1 |2 |3 |4 |5 |Address/Function 1 |2 [3 |4 |5 |Address/Function
Off |Off |Off |Off [Off [Off-line O On |On |Off [On |Off 11

On |Off |Off |Off |Off 1 Off |Off [On [On |Off 12

Off [On |Off |Off |Off 2 On |Off [On [On |Off 13

On [On |Off |Off |Off 3 Off [On [On [On |Off 14

Off |Off [On |Off |Off 4 On [On [On [On [Off 15

On |Off [On |Off [Off 5 Off |Off |Off |Off [On 16

Off [On [On [Off |Off 6 Off [On |Off [On [On 26-bit Wiegand I/F
On [On [On |Off |Off 7 On [On [Off [On [On 34-bit Wiegand I/F
Off |Off |Off [On |Off 8 Off [On [On [On [On DEMO Mode
On |Off [Off [On |Off 9 On [On [On [On [On TEST Mode
Off |On [Off [On [Off 10

Table 16: DR4201 and 4220 S1 Address DI P-Switch Settings

“Table 17: DR4208S/SGM S1 Address DIP-Switch Settings’ on
page 5-6 shows S-NET addresses and Wiegand selections for the
DR4208S and DR4208SGM . “Table 18: DR4208K S1 Address DIP-
Switch Settings’ on page 5-6 shows S-NET addresses and Wiegand
selections for the DR4208K.
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DigiReader® Address Switches

Switch S1 Settings S-N'I:EJn@iiicci)Less/ Switch S1 Settings S-NET Address/Eunction
1]2[3]4]5|6|7]8]9]10 1]2[3]4]5[6]|7] 8] 910
off|off|off|off|off|off| x | x | x| x 0 on|offlon|offfon] x| x| x| x| x 21
on|off|off|off|off|off| x | x | x| x 1 offfon]on|offfon] x| x| x| x| x 22
off|on]off|off|off|off| x | x | x| x 2 on|on|on|offfon] x| x| x| x| x 23
on|on]off|off|offloff| x | x | x| x 3 off|off|offfonfon] x| x| x| x| x 24
off|off[on]off|off|off| x | x | x| x 4 on|off|offlonfon] x| x| x| x| x 25
on|off|on|off|off|off| x | x | x| x 5 offfon]offlonfon] x| x| x| x| x 26
off|onjon]off|off|off| x | x | x| x 6 onlon|offlonfon] x| x| x| x| x 27
on|on|on]off|offloff| x | x | x| x 7 off|offfonfonfon] x| x| x| x| x 28
off|off|off[on]|off|off| x | x | x| x 8 on|offlonfonfon] x| x| x| x| x 29
on|off|off|on]|off|off| x | x | x| x 9 offfon]onfonfon] x| x| x| x| x 30
off|on]|off|on]|off|off| x | x | x| x 10 on|onfonfonfon] x| x| x| x| x 31
on|on|offlon]|off|off| x | x| x| x 11 off|lon|off|on]off|on] x| x| X | X [ Wiegand I/F (26-bit - 2A HEX) 2-LEDs
off|off|on]on]|off|off| x | x | x| x 12 on|on|off|on]offjon] x| x| X | X [ Wiegand I/F (34-bit - 2B HEX) 2-LEDs
on|off|onfon]|off|off| x | x | x| x 13 off|off|on]on|offlon] x| x| x| x [Wiegand I/F (26-bit - 2C HEX) 1-LED
off|on]on|on]|off|off| x | x | x| x 14 on|off|on|on|offlon] x| x| x| x [Wiegand I/F (34-bit - 2D HEX) 1-LED
on|on|onfon]|off|off| x | x| x| x 15 off|on|onfon|offjon] x| x| X | X [TEST Mode - 2E HEX (Not
off|oft|oft|oft|on|of| x| x| x| x 16 on|on|on|on|offjon] x| X | X | X [DEMO Mode- 2F HEX | mPlemented)
on|off|off|off|on]off| x | x | x| x 17 off|off|off|offfon]on| x| X | X| X | Wiegand I/F (42-bit - 30 HEX) 1-LED
off|on]off|off|on]off| x | x | x| x 18 on|off|off|offfonfon] x| X | X | X | Wiegand I/F (42-bit - 31 HEX) 2-LED
on|on]of|off|on]off| x | x| x| x 19 off| x| x| x 9600 S-NET Baud
off|off|on|off|on]off| x | x | x| x 20 on| x| x| x 19200 S-NET Baud

Table 17: DR4208S/SGM S1 Address DI P-Switch Settings

Switch S1 Settings S-N'I:EJn@iiicci)Less/ Switch S1 Settings S-NET Address/Eunction
1|2|3|4|5|6|7|8]|9]10 1|2|3|4|5|6|7|8]|9]|10
Off |off|off[Off|Off|off| X | X | X | X 32 off[on|off[on|off[on| x| X | X| X | wiegand I/F (26-bit - 2A HEX) 2-LEDs
On |off|off|off|Off|off| X | X | X | X 1 on [on|off[on{off[on| x| X| x| X | wiegand I/F (34-bit - 2B HEX) 2-LEDs
off [on|off|off|Off|off| X | X | X | X 2 off|offjon[on|off[on| x| x| x| X | wiegand I/F (26-bit - 2C HEX) 1-LED
On [On|off|off|Off|off| X | X | X | X 3 on |offjon[on|off[on| x| x| x| X | wiegand I/F (34-bit - 2D HEX) 1-LED
Off |off|on |Off|Off|off| X | X | X | X 4 off[on|on[on|off[on| X | X| X | X [TEST Mode - 2E HEX (Not
on |on|on|on|offjon| x| x| x| X [DEMO Mode- 2F HEX | 'mPlemented)
off|off|off [offjon|on| X | X| x| X | wiegand I/F (42-bit - 30 HEX) 1-LED
See the previous table On |Off |Off |Off|On [On| X | X | X| X | Wiegand I/F (42-bit - 31 HEX) 2-LED
for S-NET addresses off|off|off| x| x DKR ONLY
5through 26
off{on|off| X| X DKR + VIP
‘PIN as Key & Key [On|On|Off| X| X [IDKR + VIP (PIN as Key & Key as PIN)
as PIN' (DIPs 6 &
set) uses s.NeT [Off|offlon] X | X MSR+VIP (MSRK)
On [On|off[on|on|off| X | X | x| X 27 addresses (1-32), |Off{onjon| x| X Wiegand S-NET
oft|oft|on|on|on|off| x| x| x| x 28 (DIPs 1—5), as for off| X 9600 S-NET Baud
Normal’ usage (to
On |offjon[on|on|off| X | X | x| X 29 the left & above), on| x 19200 S-NET Baud
Off{On|On[On|On|Off| X| X | X| X 30 Witggllljssfo& 7=1 off No End of Line Terminator
onlon|on]on]on]off| x| x| x| x 31 an = On End of Line Terminator

Table 18: DR4208K S1 Address DIP-Switch Settings
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Tamper Sgnal (SNET Only)

TAMPER SIGNAL (S-NET ONLY)

Each DR4200 Series DigiReader® sends atamper signal to an S-
NET-based Controller each time an address switch is changed: S1 or
S2, described above, “ Rotary Address Switchesfor DR4200K, 4203,
and 4205 (all models)” on page 5-3. (The DR4201, DR4208S,
DR4208K and DR4220 have separate physical tamper switches as
shown in “Table 19: Tamper Switches’ on page 5-7.)

DigiReader®:

DR4200K | DR4201 | DR4203 | DR4205 | DR4208S | DR4208K | DR4220
AT via S1 via S1/ via S1 via S1 via via via
per. or S2 Tamper or S2 or S2 Tamper Tamper Tamper

Table 19: Tamper Switches

Revision F, Part Number 6600025 10/15/02
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The S-NET isan R$485 serial network for communication between
the Controller and node devices. Typicaly, the cable used istwo
twisted pairswith an overall shield; one pair isfor data, the other pair
isfor DC power. Terminate the last SNET device with a 120-ohm,
Yawaett resistor or termination jJumper as shown in “Figure 7: SSNET
Wiring” on page 6-1. The maximum S-NET length is 4000 feet
(1200 meters).

If Pigtail Supplied

iy

]uu]
aEmE
HEE

Power Power (Last S-Net o
: device must o
S-ngT Data \, S1J1NET Data have the
"4 Shield Shield  S-netterm-
ination jum-
Power per installed)
S-NET Data
e * Shield **
120 O Termination Resistors
NexSentry 4100 MIRO 16/8

Star | or Star Il

Figure7: SSNET Wiring
S-NET cable should only be installed in a daisy-chained fashion.
NexWatch® strongly recommends replacing al crimp lug/soldered
splices by daisy-chained connections in and out of each device.
(Note that up to two AD4305 NexStar RS485 M ultiplexers may be
used to simplify wiring and extend a network.)
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W egand Connections

Where apigtail cableis provided with the reader, aspliceis required
and the installer should, if possible, keep the splice within 3 feet of
the reader, to allow splice inspection at the reader location.

Thetype of cable used for the S-NET should be separate twisted-pair
(data and power). See “ Table 14: Recommended S-NET Cable” on
page 5-2 for NexWatch® recommended S-NET cables.

WIEGAND CONNECTIONS

Refer to “Table 20: Recommended Wiegand Cable Gauge” on

page 6-2 for the proper wire size for a particular cable length to use
in a DigiReader® Wiegand application. “Figure 8: Typical Wiegand
Connection” on page 6-2 illustrates the use of a Universal Wiegand
Interface Unit (UWIU) in atypical Wiegand connection.

6-Conductor Wiegand Cable with Shield
Minimum Wire Size: 22 AWG 20 AWG 18 AWG

Maximum Length: 200 feet 300 feet 500 feet

Table 20: Recommended Wiegand Cable Gauge

+16t0 +24 VDC . | Universal nggct ¥
{} - eturn N
NexSentry |<_ Common < Wiegand "= "5 ="
Starl, Starll,,  DataA(+) | | '”tjrface Ba:ag . DRngOSK
.« umt < patal | X[ _
4100 _DataB() (UWIU LEDO | | Third Party
Shield Y ——=~~——+—_/ Wiegand
or LED 1 Dot
- === | evice
%‘I’V'U Shield
us) DC Return
Tied to Ground
(Shield)

Figure 8: Typical Wiegand Connection
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Use care when choosing the installation site. To avoid possible
external sources of RF interference, do not locate the unit near
motors, pumps, generators, DC-AC converters, AC switching relays,
light dimmers, or any other devices that emit an electronic radar
frequency. Do not locate the unit within 10 feet (3 m) of a computer
terminal.

For the mounting of the DR4201 reader, see “ Special Mounting
Location: DR4201 Reader” on page 7-2.

The DR4203, which is designed to be mounted on a metal door
mullion, isthe only reader that is specifically designed to be
mounted on metal. Metal in the vicinity of any of the other devices
can reduce the read range. In general, as the amount of metal in
close proximity to the device increases, the reliable maximum read
range decreases. For optimum operation, ensure that a Digi Reader®
has a minimum of 6 inches (15 cm) clearance at the rear and
surrounding sides, as shown in “Figure 9: Mounting 4205, 4208S,
4208K Near Metal: Best Read Range” on page 7-2. Never cover the
front of the DigiReader® with any type of metal.

To obtain the maximum performance from the DR4220 reader,
mount the reader at least 10 inches away from any conducting metal.

Use the method appropriate to the mounting surface material; if
required, use sealing compound to maintain water-resistance.
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Metal

/ Suriace

Clearance

Clearance
Clearance
Clearance

Non-Metal
Surface Clearance

Figure 9: Mounting 4205, 4208S, 4208K Near Metal: Best Read Range

Special Mounting Location: DR4201 Reader
The DR 4201 reader is designed to be mounted in a single-gang
wiring box, (European or US), as shown in “Figure 10: European
and US Gang Box Mounting Holes Indicated” on page 7-3 and
“Figure 11: 4201 Back-Plate and Spacer With Mounting Holes
Indicated” on page 7-3, although you can choose to mount it
differently, so that “Figure 12: 4201 Example Mounting Template”
on page 7-4, (together with the Note), indicates the appropriate
dimensions.

(Especialy when mounted outdoors, we recommend using a
caulking compound around the edges of the unit after mounting.)
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/ Flat-Type

US Mounting Speed Nut
Holes Fasteners oo
X2

European
Mounting Holes

Figure 10: European and US Gang Box Mounting Holes Indicated

Flat-Type ™
| Speed Nut
m : Fasteners x 4 O
Bl [
Channel for
Pigtail

European/:)
™~ Mounting

Holes

Connector
US M i
=
=1

O

S I _

Figure 11: 4201 Back-Plate and Spacer With Mounting Holes I ndicated
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Hole Am
(N
ﬂHoIe C Hole Dﬁ
L LN
Hole Bﬁ
L

Figure 12: 4201 Example Mounting Template

CAUTIONARY NOTE: “Figure 12: 4201 Example Mounting
Template’ on page 7-4isan " example" templateonly. Draw
yourself an accuratetemplate. For the US, the centers A and B

. will be3.25in. (or 8.25cm.) apart. For Europe, the centersC and
D will be 2.36 in. (or 6.00 cm.) apart.

-
-
A
-
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Wall Mounting with Screws (4203/4205/4208S/4208K/4220)
» Mount the reader base to the wall. Use the NexWatch®-suppI ied,
1v4' Flathead, #6-32 thread or other means appropriate to the wall
composition.

» Put the Digi Reader® cover in place and secure the cover with the
supplied screw(s) from the bottom as shown in “Figure 13:
Securing the 4203, 4205 Series, 4208S, 4208K & 4220 Covers’
on page 7-5.

. W o N
IIII__ b
I
‘ DR4205 Series
” and DR4208S
DR4203 a o
— — | ]
DR4208K N . ] _\55
mEAm DR4220
FAE®E
(7] [

1

Fe ]
Figure 13: Securing the 4203, 4205 Series, 4208S, 4208K & 4220 Covers

Window Mounting the Glass-Mounted Units
Thistype of mounting is necessary for the DR4205GM and
DR4208SGM units.
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1. Clean the window with glass cleaner or isopropy! acohol and dry

thoroughly.

2. Spray or wipe the window with dightly soapy water.

3. While the window is still wet, peel off the paper backing of the
decal and press against the wet section of the window and move
around to release any air bubbles to assure maximum contact with
the window. Wipe dry any extrawater coming out from the sides.

See “Figure 14: 4205GM & 4208SGM: Placement of Decal & Reader

onto Glass’ on page 7-6.

4. Oncethe reader and decal arein place, it may be necessary to
temporarily tape the reader to the window while the adhesive sets.

It should take approximately 10 minutes.

Decal (facing out) ﬁwﬁ%\
1

Back Panel of
DR4205GM Reader

Light Pipe
(Aligns with the
LED in the Facia)

_

Wet surface

Window pane /

Tape
Temporarily

Figure 14: 4205GM & 4208SGM: Placement of Decal & Reader onto Glass
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5. While the adhesive is setting, follow the general installation
instructions on routing the cable through the side channel and
addressing the unit. After determining on which side the cable
will be routed through, drill aholein that side of the front faciato
match the pre-drilled slotsin the back panel of the reader.

W/ NOTE: Reference “Figure 4: Cable Routing Configurations’ on
~f '__' -I" page 4-2 for cabling instructions. Also see “Figure 15: 4205GM (&
~.|| /= 4208SGM): Routing Cable & Attaching Facia’ on page 7-7.

6. Secure the cover as shown below.

DR4205GM
Reader Facia —\L

N

72" (12 cm.)

- 0.25" (0.63cm)
diameter

-

L]
[ o Window ..

R ——
§ L Drill Hole to™._ 4
Pane —
1 Match Slot
! 4~‘ +—0.40" (1 cm)

' S-NET Cable

Figure 15: 4205GM (& 4208SGM): Routing Cable & Attaching Facia

7. After the reader is securely set to the window, remove any
masking tape used and clean the window surrounding the reader.
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Mounting Instructions for the DR 4220 DigiReader®

Carefully choose the installation site to avoid possible external
sources of RF interference. Interference may cause reduced
performance, so DO NOT locate the unit near motors, pumps,
generators, DC-AC converters, AC switching relays, light dimmers,
etc., or within 10 feet (3 m) of acomputer terminal.

WARNING: DO NOT mount the unit on or near any

. type of metal, including nonferrous metals such as aluminum. (Metal
| may cause reduced performance or possible damage to the unit.)

The unit may NOT operate properly if it isin near to, or mounted
directly on metal, reinforced steel in concrete, screens, or reinforcing
bars. In addition, the unit must not be framed with or surrounded by
metal of any kind. If the unit must be mounted near metal structures,
ensure that it has aminimum of 10 inches (25.4 cm) clearance at the
rear and surrounding sides. Never cover the front of the DigiReader®.
with any type of metal. Metal anywhere near the device can reduce
theread range. In general, as the amount of metal close to the device
increases, the reliable maximum read range decreases.

DR 4220 PEDESTAL-MOUNTING INSTRUCTIONS:

There must be no conducting metal closer than 10 inches to the
DR4220 reader, except for a unit mounted with a goose-neck
pedestal mounting tube, as shown in “Figure 16: 4220 Pedestal-
Mounting (Side & Back Views)” on page 7-9.

The recommended mounting method follows:
* Remove the case front (cover).

« Use the NexWatch®-supplied drilling template to pre-drill 4 holes
on the plywood or LEXAN® sheet (recommended %' thick). A
channel must be cut into the plywood or LEXAN® for the cable
between the exit point of the reader and the goose-neck
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| | 3/4" Plywood or Lexan® Sheet T

= Goose-Neck Assembly
ounted to Lexan®/ ‘
\

Plywood in

Middle of ¢ =
Transmit C

10” Minimum
L& Clearance
Between Back of
Reader and Ver-
tical Metal Tubing

Figure 16: 4220 Pedestal-M ounting (Side & Back Views)

« Mount the plywood or LEXAN® sheet to a goose-neck pedestal
mounting tube. (A minimum of 10" clearance is recommended
between the back of the reader and the vertical metal tubing).
Center the mounting tube. (See “Figure 16: 4220 Pedestal-
Mounting (Side & Back Views)” on page 7-9.)

» See“Table 13: Interna InterFace Cable for SNET and Wiegand”
on page 5-2 and the section: “Internal 1/F Cable (4200K/4201/
4203/4205/42085/4208K /4220)” on page 5-1 to install the color-
coded pigtail cable.

« Route the cable through a channel on the plywood or LEXAN®
sheet. (See section: “DR 4220 RECOMMENDED STAND-OFF
PLATE” on page 7-12 and “Figure 19: Recommended Stand-Off
Pate Dimensions’ on page 7-12)

* Now, as shown in “Figure 17: 4220 Pedestal-Mounting (Front
View)” on page 7-10, mount the DR4220 board and case back
(back plate) to the plywood or LEXAN® sheet.
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Figure 17: 4220 Pedestal-Mounting (Front View)
* Set the address switch, as required.

* Install the case front (cover) and be sure that the LED is not
damaged as it enters the lens assembly.

* Securethe case front with the supplied screws. (See “Figure 18:
4220 Case Front, Showing Four Mounting Holes’ on page 7-10.)

Figure 18: 4220 Case Front, Showing Four Mounting Holes

7-10 DigiReader® Series 42XX 10/15/02 Revision F, Part Number 6600025



CHAPTER 7 - MOUNTING
Mounting Location

DR 4220 WALL-MOUNTING INSTRUCTIONS:

There must be no conducting metal closer than 10 inches to the
DR4220 reader.

The recommended mounting method follows:

Remove the case front (cover).

Use the NexWatch®-supplied drilling template (included with the
reader) to drill four holesin the wall.

See“Table 13: Internal InterFace Cable for SNET and Wiegand’
on page 5-2 and the section: “Internal 1/F Cable (4200K/4201/
4203/4205/42085/4208K /4220)” on page 5-1 to install the color-
coded pigtail cable.

Mount the DR4220 board and case back (back plate) using 2%4'
Panhead #6-32 thread screws (or other means appropriate to the
wall composition).

Set the address switch, as required.

Install the case front (cover) and be sure that the LED is not
damaged as it enters the lens assembly.

Secure the case front with the supplied screws. (See “Figure 18:
4220 Case Front, Showing Four Mounting Holes’ on page 7-10.)
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Mounting Location

DR 4220 RECOMMENDED STAND-OFF PLATE
Material is % LEXAN®, Plywood or equivalent.

T s o
1625 > o= s | A
NOTE 1
N G 45
NOTE 2—| NOTE 3

, )
9.600 ’ p
\

€ J #1.625” .

T4 — NOTE 4 7.140"

5.311

D I c A
! NOTE 5~D T2.849”

Yl vy

< 3.800" » J
= 7.600"

NOTE 1: 0.125" diameter holes @ A, B,C,D,E,FL G &H
NOTE 2: 2.000” diameter center hole

NOTE 3: Square included for reference only

NOTE 4: Route channel 0.25” deep minimum

NOTE 5: Radius 0.188”

Figure 19: Recommended Stand-Off Plate Dimensions

LEXAN® is a Registered Trade Mark of General Electric
Corporation.
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CHAPTER 8- TESTING DIGIREADER® LOCATION

If you suspect the presence of RF interference at alocation where
you plan to install aDigi Reader®, you should check the site prior to
mounting the DigiReader® unit. The presence of RF interference
may affect a DigiReader® in two different ways:

« If RF interferenceis present, the DigiReader® unit may ex-
hibit false reads (or 'ghost’ reads), i.e., the unit may beep
and the LED illuminate, with no access credential present.

« Alternatively, with RF interference present, the DigiReader®
unit may read an access credential inaccurately, slowly, or
even may be prevented from reading the credential.

The following procedures will make it easier for you to identify a
suitable location and to position the Digi Reader® to minimize any
RF interference:

1. The DigiReader® models DR4200, DR4203, and DR4205 (all
models) have two address switches, S1 and S2 — set the
switches on the DR4203 and DR4205 to FF for the test mode.
The DigiReader® models DR4201 and DR4220 have a five-
position dip-switch for the address— set all five dip-switch
positionsto ON for the test mode. The DR4208S/SGM have
aten-position dip-switch for the address — set dip switches 2, 3,
4 and 6to ON for the test mode (address 2E hex). Then perform
the following steps:

» Connect only the S-Net wires which provide power, (DC
positive power and the DC return, and the grounding shield),
between the DigiReader® and the controller.

» Hold the Digi Reader® against the installation surface.
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_ CHAPTER 8 - TESTING DIGIREADER® LOCATION

* Verify that there are no cards or other credentialsin the area
capable of being detected by the reader. (A credential in your
pocket, or somewhere-else where it can be detected, could be
the source of any beeping, so you must be surethisisnot the
case.)

* If you are sure no credentials are present and the reader beeps,
then there is RF interference present, causing the beeping.
(The number of beepsis an indication of the degree of
noisiness. more beeping indicates a more noisy environment
than less beeping.)

» Keep testing locations until you find one where no false or
‘ghost’ reads occur.

2. With no false or 'ghost' reads occurring, and with the reader still
in test mode, present a credential to the reader . The reader
should now beep, indicating that the card has been read. (If the
reader does not beep when the card is presented, there may be a
source of RF present blocking the reading of the card. In this
case also, keep trying new locations,)

» With the credential reading correctly, verify the read time and
the maximum read distance.

Using “Table 1. DR 4201, 4203, 4208S Specifications’ on
page 2-1 or “Table 2. DR 4208K, 4220, 4200K Specifications’
on page 2-2 or “ Table 3. DR4205, 4205GM, 4205K
Specifications’ on page 2-3, you can determine the reader’s
capability with your chosen credential type(s). This same
performance is what you would expect once the system is
completely installed.

3. When a suitably quiet location has been identified, (relatively

free from RF noise), connect the DATA A and DATA B wires
between the Digi Reader® and the Access Control Unit.
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CHAPTER 8 - TESTING DIGIREADER® LOCATION

» Set switches S1 and S2, for the DR4203 and DR4205
models (or, for the DR4201, the DR4208S,0r the DR4220,
the 5-position dip-switch), (or, for the DR4208K, the 10-
position dip-switch) to the correct address. With the
controller now physically connected to the S-Net, and the
address switch(es) set, set up the controller to read
credentials.

» Present avalid credentia to the unit.

* Verify that the credential can be read from the expected
distance.
4. Theread-range on the DigiReader® should now be optimal, but,
* If trouble persists, verify the S-Net wiring and grounding, and
[ or

* Repeat steps 1, 2, 3, as necessary, to assure the best (most
optimal) installed location.
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CHAPTER 9 - TROUBLESHOOTING

Field troubleshooting methods fall into three ca'tegories: 1. power
problems; 2. communication errors; 3. communication failures.

“Table 21: Troubleshooting” on page 9-1 lists the most common
symptoms for these conditions and provides suggested actions to
identify and get the system (back) into running order.

Symptom | Troubleshooting Action
Check power supply
LED not litin Check power Check Phoenix connector
ready mode Check fuses
Check socketed ICs
Check LED lit in ready mode | If not, see above
Comm Check cable connections
Failure Check S-NET .
Check power supply grounding
Check EPROMSs
Verify correct termination
No R
S%W%agad Network length - need NexStar?
Short Read | Check S-NET Verit 4
Range erify common groundings
(Comm . )
Errors Check shield connections
Perform TUNE command *
Ghost or See “Chapter 8 - Testing DigiReader® Location” - Chapter 8
mis-reads

Table 21: Troubleshooting
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_ CHAPTER 9 - TROUBLESHOOTING

TUNE Command for NexSentry™ Star | and 4100-Series Controllers
TUNE Command (for NexSentry™ Star | and 4100-Series controllers)

YOUR COMMAND? TUNE

DOOR (1-16) ? 1 (door with a DKR reader)
1. DIGITAL KEY READER RANGE (0-255): 253 ? (power control)
2. SEND TO ACU ONCE (Y/N): Y ? (# of times DKR sends key to ACU)

3. NUMBER OF VERIFICATION KEY READS (0-255): 0 ?  (# retries, for high RF environment)
4. VERIFICATION TIME WINDOWS (0000-FFFF): 20 ? (hex 20 = decimal 32)
5. BEEPER BEHAVIOR WITH A VALID KEY

ON DURATION (0000-FFFF): A ?

OFF DURATION (0000-FFFF): A ? (hex A = decimal 10)
ON-OFF TOTAL DURATION (0000-FFFF): 14 ? (hex 14 = decimal 20)

Figure 20: TUNE Command - Star | & 4100-Series ACUs

NOTE: DR4201, DR4208S, DR4208K and DR4220 readers use only
question 5, for the beeper.
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CHAPTER 9 - TROUBLESHOOTING

DKR Configuration (General Tab) for NexSentry™ Star |1 Controllers

Edit Digital Reader configuration - Normal DKR Config

General I Colars |

10 | Deescriptior; |Narmal DKR Canfig

Mext unuzed [0 |

— Setup:
Read g |253
e il ¥ Send Card nurmber to ACL Once

Werification time windaw: |32
Murmber of verifications: IEI IJze Defaults |

— Beeper timing: — Bed LED timing: — Green LED fiming. ——
Or duration: |2|:| Or duration: IU On duration: {0

ff duration; IEI ff duration: IEI Dff duration: [0
Cycles: IEU Cycles: IEI Cycles: |0

Ilze Defaults | IJze Defaults | Ilze Defaults |

N

Figure2l: Star 11 DKR Configuration Data: General Tab
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APPENDIX A: REPORTING MODES FOR DRS

DKR Data Report

DR4201, DR4208S, DR4208SGM and DR4208K readers recognize
the NexWatch® credential and many types of non-NexWatch® cred-
entials. They can also be programmed to report the credential datain:

» Digital Key Reader format (DKR format) or
» Magnetic Stripe Reader format (M SR format).

The Access Control Unit (ACU) downloads the report configuration
to the reader during initialization.

Table 22 - How the 32-bit credential is stored in the DKR data report

Data byte | Data Description Comment
1 Key most significant byte (bits 31-24)
2 Key (bits 23-16) Upper bits are 0 if the key is
3 Key (bits 15-8) less than 32 bits long.
4 Key least significant byte (bits 7-0)
5 Credential check byte (bits 7-0)
6 Credential check byte (bits 7-0) Not used
Notes:
1 The NexWatch® key type is always 32 bits long.
2 The non-NexWatch® key number is found by using the default key

P/N 6600025, Rev. F

position and a key length based on the key type. See “Key
Processing (non-NexWatch® keysonly)” on page A-4.
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APPENDIX A: REPORTING MODES FOR DRS

A
_ SNET Reporting Formats

MSR Data Report (Normal Format)
Table 23 - How data is stored in the M SR data report (nor mal for mat)

Data byte | Data Description Comment
1 0
2 Key most significant byte (bits 31-24)
3 Key (bits 23-16) Upper bits are 0 if the key is
4 Key (bits 15-8) less than 32 bits long.
5 Key least significant byte (bits 7-0)
6 Site code most significant byte (bits 15-8) Upper bits are 0 if the code
7 Site code least significant byte (bits 7-0) is less than 16 bits long.
8 Year (7-0) Year defaults to 10
9 Month (7-0) Month defaults to 7
10 Company code most significant byte (bits 15-8) Upper bits are 0 if the code
is less than 16 bits long.
11 Company code least significant byte (bits 7-0) Defaults to 9999
12 0
13 0
14 0
15 0
16 0
17 0
18 0
19 0
20 0

Notes.

1 The NexWatch® key typeis aways 32 bits long; the site code is
9984, the year is 10; the month is 7; and the company code is 9999.

2 Thereader uses the non-NexWatch® key type to find the key and the
site codes. The year, month, and company code contain the default
data shown when the key is not processed.

A-2 DigiReader® Series 42XX 10/15/02
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APPENDIX A: REPORTING MODES FOR DRS
SNET Reporting Formats

MSR Data Report (Raw Data Format)
The raw data format is used to send the non-NexWatch® key only
when the downloaded configuration includesthe raw data flag,
and only for Star | version 2.40 or Sar 11 version 2.00 (or later).

Table 24 - How dataisstored in the M SR datareport (raw data format)

Data byte | Data Description Comment
1 Key length Must be 16 or greater
2 Data field least significant bits (bits 7-0)
3 Data field (bits 15-8)
4 Data field (bits 23-16) Bytes 2-13 contain the data
5 Data field (bits 31-24) as defined by the length
6 Data field (bits 39-32) (16-96).
7 Data field (bits 47-40)
8 Data field (bits 55-48)
9 Data field (bits 63-56)

10 Data field (bits 71-64)
11 Data field (bits 79-72)
12 Data field (bits 87-80)
13 Data field most significant bits (bits 95-88)
14 0

15 0

16 0

17 0

18 0

19 0

20 0
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Default Processing
26-BIT DEFAULT FORMAT

APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-NexWatch® keys only)

KEY PROCESSING (NON-NEXWATCH® KEYS ONLY)

In DKR mode thereader alwaysfindsthe key code using the
default parameters described in this section.

In M SR mode thereader can be configured to send thedatain
"raw dataformat" or toprocessit. If processed, the reader
checksthetype against the length downloaded in the Wiegand
Interface Unit (WIU) configuration parameters. If thelength is
the same asthe detected type then the key is processed using the
down-loaded parameters. If the length isNOT the same, the
reader locatesthesiteand key codes by using default parameter s
asdescribed in this section.

Key bits
1 2 3 4 tens
123456789012345678901234567890123456789012345678 | units °'t addresses
XXXXXXXXXXXXXXXXXXXXXXXXXX |data in 26-bit key
default 26-bit XXXXXXXX site code
XXX XXX XXX XXX XXX X key code

Thedefault reportsthe site code: start bit 24, 8 bitslong, and the key code: start bit 32, 16 bitslong.

Key bits

34-BIT DEFAULT FORMAT

1 2
123456789012345678901234567890123456789012345678

3 4 tens

Units bit addresses

default 34-bit

XXX XXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX

data in 34-bit key
site code
key code

XXXXXXXX
XXX XXXXXXXXXXXXX

Thedefault reportsthe site code: start bit 24, 8 bitslong, and the key code: start bit 32, 16 bitslong.

A-4 DigiReader® Series 42XX
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APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-Nex\Watch® keys only)

35-BIT CORPORATE 1000 CREDENTIAL DEFAULT FORMAT

Key bits

1 2 3 4
123456789012345678901234567890123456789012345678

tens

units bit addresses

XXX XXX XX XXX XXX XXX XXXXXXXXXXXXXXXXXX
default 35-bit XXXXXXXXXXXX
XXX XXXXXXXXXXXXXXXXX

data in 35-bit
site code
key code

key

Thedefault reportsthe site code: start bit 16, 12 bitslong, and the key code: start bit 28, 20 bitslong.

36-BIT DEFAULT FORMAT

Key bits
1 2 3 4 tens
123456789012345678901234567890123456789012345678 |units °it addresses
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX |data in 36-bit key
default 36-bit XXXXXXXX site code
XXXXXXXXXXXXXXXXXXXX key code

Thedefault reportsthe site code: start bit 20, 8 bitslong, and the key code: start bit 28, 20 bits long.

37-BIT DEFAULT FORMAT

Key bits

1 2 3 4
123456789012345678901234567890123456789012345678

tens

Units bit addresses

XXX XXX XX XXX XXX XXX XXX XXX XXXXXXXXXXXXXX
default 37-bit XXXXXXXX
XXX XXX XXXXXXXXXX

data in 37-bit
site code
key code

key

Thedefault reportsthe site code: start bit 24, 8 bitslong, and the key code: start bit 32, 16 bits long.

96-BIT DEFAULT FORMAT

The most significant 32 bits are sent as key code and the next 16 bits make up the site code.

P/N 6600025, Rev. F 10/15/02

DigiReader® Series42XX A-5



Key Processing (non-NexWatch® keys only)

Configuration Parameters

APPENDIX A: REPORTING MODES FOR DRS

CONFIGURATION PARAMETERS FOR 26-BIT FORMAT

Key bits
1 2 3 4 tens
123456789012345678901234567890123456789012345678 | units 2ddresses
XXXXXXXXXXXXXXXXXXXXXXXXXX |data in 26-bit key
XXXXXXXX = start 24, length 8
XX XX XXX XXX XXX XXX = start 32, length 16

The recommended configuration is the same as the default:

* Message length = 26

» key field A start bit =32 » key field A length = 16

» Sitecode A start bit =24

» Sitecode A length=8

CONFIGURATION PARAMETERS FOR 34-BIT FORMAT

Key bits
1 2 3 4 tens
123456789012345678901234567890123456789012345678 | units 2ddresses
XXXXXX XXX XXX XX XXX XXX XXXXXXXXXXXXXX |data in 34-bit key
XXXXXXXXXXXX = start 16, length 12
XXX XXX XX XXX XXX XX XXX X = start 28, length 20

The recommended configuration is the same as the default:

* Messagelength = 34 » Sitecode A start bit = 16
» key field A start bit =28 » key field A length = 20

» Sitecode A length=12

CONFIG PARAMS FOR 35-BIT CORP 1000 CREDENTIAL FORMAT

Key bits
1 2 3 4 tens
123456789012345678901234567890123456789012345678 | units 2d4resses
XXXXXXXXKXXXXKXXXXXXXXXXXXXXXXXXXXXXX |data in 35-bit key
XXXXXXXXXXXX = start 16, length 12
XXX XXX XX XXX XXX XX XXX X = start 28, length 20

The recommended configuration is the same as the default:

* Message length = 35 » Sitecode A start bit = 16
» key field A start bit =28 » key field A length = 20

A-6 DigiReader® Series 42XX 10/15/02
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APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-Nex\Watch® keys only)

CONFIGURATION PARAMETERS FOR 36-BIT FORMAT

Key bits

1 2 3 4 tens
123456789012345678901234567890123456789012345678 |units addresses

XXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXX |data in 36-bit key
XXXXXXXX start 16, length 8
XXXXXXXXXXXXXXXXXXXXXXXX start 24, length 24

The recommended configuration is:

* Message length = 36 o Sitecode A startbit=16 ¢ Sitecode A length=8
» key field A start bit=24 » key field A length = 24

CONFIGURATION PARAMETERS FOR 37-BIT FORMAT

Key bits

1 2 3 4 tens
123456789012345678901234567890123456789012345678 |units addresses

XX XXX X XXX XXX XX XXX XXX X XXX XXXXXXXXXXXXX |data in 37-bit key
XXX XXX XXX XXX XXX X start 12, length 16
XXX XXX XXX XXX XXX XXXXX start 28, length 20

The recommended configuration is:

* Message length = 37 » Sitecode A startbit=12  « Site code A length = 16
» key field A start bit =28 » key field A length = 20

CONFIGURATION PARAMETERS FOR 96-BIT FORMAT

‘ The 96-bit key isreally only compatible with raw data reporting.

Raw Data Mode
In the Star | this mode is enabled by entering Yesto the "raw data"
prompt (terminal command MAG question 23). Configurations 1-8
are programmable in the Star |. Configuration #1 is only used for
processing by the reader when "raw data’ mode is disabled. When
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APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-NexWatch® keys only)

raw datais enabled the reader sends the data as shown in this section
and the ACU should have entries as shown for each type.

Raw DATA SETUP 26-BIT FORMAT

The recommended raw data entries (for one of the configurations 2-8) should be:
* Message length = 26

» Sitecode A start bit =2
o key field A start bit = 10

» Sitecode A length=8
* keyfield A length =16

Preamble | Customer codes |S=27 #=26
cccccececec S #
48 | 47 | 46| 45|44 |43 (42|41 (403938 |37|36|35(34|33(32|31|30(29|28|27|26
o/0j0j0|0|0|1|0|0|0|0O|0O|0O|0|0O|0O|0O1|12
Sitein 25-18 = 0xC3|Key in bits 17-2 = 0xDAB0
=195 decimal = 55936 decimal
sssssssskkkkkkkkkkkKkkkKEkKkip
C D A 8 0
25|24 |23(22|21{20(19|18|17|16|15|14|13|12|11|10| 9| 8| 7| 6| 5| 4| 3| 2| 1
1/1/0/0/0(0(1(1/1/1|0|1|1|0|1|0f2|O|O|O|0O|0O|0O|0O]|O

A typical printout at theterminal appears as follows

raw(1) = 000000da8000c3000000
raw( 20) = 00000000000000000000
site = 195, year = 0, nonth = 0, conpany =0

key code = 55936,

i ssue
72 23:
73 23:
74 23:
75 23:
76 23:

code = 0

47:58
47:58
47:58
47:58
47:58

ABA CARD DATA 1 1A00B587
ABA CARD DATA 2 07200000
ABA CARD DATA 3 00000000
ABA CARD DATA 4 00000000
ABA CARD DATA 5 00000000
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P/N 6600025, Rev. F




APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-Nex\Watch® keys only)

Raw DATA SETUP 34-BIT FORMAT

The recommended raw data entries (for one of the configurations 2-8) should be:

* Message length =34
o Sitecode A startbit=6 < Sitecode A length =12
» keyfield A start bit=18 + key field A length = 16

Preamble |Customer codes |[S=35 #=34 Site Code
in bits 29-18

cccccececec S # S S S S
0

48 | 47 | 46| 45|44 |43 |42|41|40|39|38|37|36|35(34|3332(31|30|29|28]| 27|26

0|0(0|0|0|0|1|0(0|2(0|0O|0O|O|O|O|O|0O]O
= 0x065 = 101 decimal | Key in bits 17-2 = 0x032D = 813 decimal

sssssssskkkkkkkkkkkKkEKkkKEkKkip

6 5 0 3 2 D

251241232221 |20({19|18|17|16|15|14|13|12|11|10| 9| 8| 7| 6| 5| 4| 3

N
=

oj1/j»0/0/2/0/1/0/0/0|0|0O(O|1|2/0|0]|2|0(1/1|0(2/0

A typical printout at theterminal appears as follows

raw( 1) = 000000032d0065000000

raw( 20) = 00000000000000000000

key code = 813, site = 101, year = 0, nonth = 0, conpany = 0
i ssue code = 0

98 18:21:51 (3) ABA CARD DATA 1 225A06CA
99 18:21:51 (3) ABA CARD DATA 2 00240000
00 18:21:51 (3) ABA CARD DATA 3 00000000
01 18:21:51 (3) ABA CARD DATA 4 00000000
02 18:21:51 (3) ABA CARD DATA 5 00000000
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APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-NexWatch® keys only)

RAaw DATA SETUP 35-BIT CORP 1000 CREDENTIAL FORMAT

The recommended raw data entries (for one of the configurations 2-8) should be:

* Message length =35
o Sitecode A start hit=3 < Sitecode A length =12
* keyfieldA startbit=15 < key field A length =20

Preamble | Customer codes |S= 36 Site Codein bits 33-22 =
#=35 OxFFF =4095 decimal

cccccecec S # S SSSSS S S
F F

48 | 47 | 46| 45|44 |43 |42|41|40|39|38|37|36|35(34|3332(31|30|29|28]| 27|26

0/|0|0j0|0|0|2/0|2 |2 12|22 1|2 (1|21
in bits33-22 | Key in bits 21-2 = OXFFFFE = 1048574 decimal

sssskkkkkkkkkkKkkkkKkkKEkEKkFEkKkip

F F F F F E

25|24123|22|21|20({19|18|17|16|15|14|13|12| 11|10 8| 7 5| 4] 3| 2

©
o
=

1/j1/2/222y2y2y1y2y2y2j2j2j2j242/1/1j1|1j12|1/0|1

A typical printout at theterminal appears as follows

rawm( 1) = 00000f f ffeOf ff 000000
raw( 20) = 00000000000000000000
key code = 1048574, site = 4095, year = 0, nmonth = 0, conmpany = 0
i ssue code = 0

45 19:27:15 (3) ABA CARD DATA 1 23FDFFFF

)
46 19:27:15 (3) ABA CARD DATA 2 FF2B0000
47 19:27:15 (3) ABA CARD DATA 3 00000000
48 19:27:15 (3) ABA CARD DATA 4 00000000
49 19:27:15 (3) ABA CARD DATA 5 00000000
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Key Processing (non-Nex\Watch® keys only)

Raw DATA SETUP 36-BIT FORMAT

The recommended raw data entries (for one of the configurations 2-8) should be:

* Message length = 36
o Sitecode A startbit=4 « Sitecode A length=8
o keyfield A starthit=12 <« keyfield A length=24

Preamble | Customer codes |S= 37 Site Codein bits 33-26
#=36 = 0x64 = 100 decimal
cccccecceccels# SSSSSSS S
6 4

48 | 47 | 46| 45|44 |43 |42|41|40|39|38|37|36|35(34|3332(31|30|29|28]| 27|26

0/0/0/0/0/0/1/1/1|{2(/1/0|2({2/0|0(1|0|0

Key in bits 25-2 = 0x6525D0 = 6628816 decimal

k k k k k kkk kkkkKkKkkEKkEkkEkKkEkkKEkKEkimp

6 5 2 5 D 0

25|24123|22|21|20({19|18|17|16|15|14|13|12| 11|10 8| 7

©
o
(6]
I
w
N
[

oj1/»/0/0/2/0/1/0/0/1/0|0f1|/0|2(2/1|0({2/0|0|0|0|1

A typical printout at theterminal appears as follows

raw(1) = 00006525d00064000000

raw( 20) = 00000000000000000000

key code = 6628816, site = 100, year = 0, nonth = 0, conpany = 0
i ssue code = 0
43 22:41:38 (3
44 22:41: 38

) ABA CARD DATA 1 24A14BCA
(3) ABA CARD DATA 2 C83E0000
45 22:41:38 (3) ABA CARD DATA 3 00000000
46 22:41:38 (3)
47 22:41:38 (3)

ABA CARD DATA 4 00000000
ABA CARD DATA 5 00000000
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APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-NexWatch® keys only)

Raw DATA SETUP 37-BIT FORMAT

The recommended raw data entries (for one of the configurations 2-8) should be:
» Message length = 37

» Sitecode A start bit =5
o key field A start bit =17

» Sitecode A length =12
» key field A length=20

Preamble

Customer codes

#

37

Site Code in bits 33-22
= 0x4B7 = 1207 decimal

ccccccec

#

SSSSSS S S

47

46| 45| 44| 43

42

41

40 39|38 37|36

35

4

34133|32|31

30

29

B

28| 27| 26

0|0

0

0

0/0/0(1/|0

1

10(1|0

0

1

01

in bits 33-22

Key in bits 21-2 = Ox2FFFO0 = 196592 dec

S SS S

k k k k k k k k k kkkkkkKkkkKkKk

7

25|24 |23|22

21

20

2

F

19|18 | 17|16 | 15

14

F

13|12 | 11|10

©

8

F

7

o
(6]
I
w
N
[

11

0

1 11

11

1

1

A typical printout at theterminal appears as follows

raw(1) = 000002fff004b7000000
raw( 20) = 00000000000000000000

A-12 DigiReader® Series 42XX

key code = 196592,
code = 0

i ssue
43 22:
44 22:
45 22:
46 22:
47 22:

41: 38
41: 38
41: 38
41: 38
41: 38

site = 1207,

ABA CARD DATA
ABA CARD DATA
ABA CARD DATA
ABA CARD DATA
ABA CARD DATA

year = 0, nmonth = O,

1 25EOFFE5
2 96160000
3 00000000
4 00000000
5 00000000

10/15/02

conmpany = 0

P/N 6600025, Rev. F




APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-Nex\Watch® keys only)

RAaw DATA SETUP 96 BIT FORMAT

P/N 6600025, Rev. F

To configurethis:

ANSI format (Y/N) ?Y (Thisinitiates a 5-bit processing mode,
with the least significant bit —L SB—first and with each byte
having atrailing odd parity bit —shown shaded in the diagrams
below.) ITISIMPORTANT TO STRESSTHISORDER:
LSB onthe LEFT, (since more often the M SB ison the left). With
the parity bit included, the numbers 0 — 9 are then as follows:

0 1 2 3 4
0\0\0\0\1 1\0\0\0\0 0\1\0\0\0 1\1\0\0\1 0\0\1\0\0

5 6 7 8 9
1‘0‘1‘0‘1 0‘1‘1‘0‘1 1‘1‘1‘0‘0 0\0\0\1\0 1\0\0\1\1

Site Code start bit: 36. (Thisisthe Site Code start bit used in the
coding, because of the way the datais arranged.)

Site Code length: 16. (Thisisthe actual data length, not including
the parity bits.)

Key Code start bit: 58. (Thisisthe Key Code start bit used in the
coding, because of the way the datais arranged.)

Key Code length: 24. (Thisisthe actual datalength, not including
the parity bits.)

Issue Code start bit: 83. (Thisisthe Issue Code start bit used in the
coding, because of the way the datais arranged.)

Issue Code length: 4. (Thisis the actual data length, not including
the parity bits.)

The Site Code presently has a maximum bit-length of 16 bits. (In
the example, the Site Code "78901" presently has the '7' dropped.)

Note:

The data does not start at the beginning of the message. There are 96
total bits received. Thefirst 21 bits are not used. The remaining 75
bits are grouped into fifteen 5-bit characters, 4 bits (1 byte) of BCD

10/15/02 DigiReader® Series 42XX A-13



APPENDIX A: REPORTING MODES FOR DRS
Key Processing (non-NexWatch® keys only)

datawith 1 parity bit. (Parity isODD.) The first character isfixed as
a'B' (as with the magnetic stripe beginning character). The next 5
characters are the site code (in BCD). Then 6 characters for the

key (in BCD). Then 1 character for the issue level (in BCD). Then
afixed 'F (aswith the magnetic stripe final character). Finally there
isalongitudinal redundancy check (LRC) character.

............... Begin=B | ..notused...

S

0 B (7)

-tens

718/9/0(1{2|3/4(5|6]|7|8]9|0|1|-units

0/0(0|0|0|0O|0O|0O|0|1|1

9 0

start bit *

5 start bit * 6

2|34

5

6|7(8/9(0|1(2|3|4|5(6|7(8|9(0|1(2|3

4|/5/6/7/8/9|01

0|0|0

1

0|1

0/{0f1|1({0|0f0|0Of1|1

0{0(0|0Of1|0|0|1f1|1({0|0f1|1

............... Issue=1 Final = F LRC=2

9 9 9 9 1 F 2

* gtart bit
4 4 2/3|4|/5(6/7|8/9(0/1|2|3|4|5|6
0 0 1/0/0/0|0f1|1|12|1|1|0|2|0|0|O0

A typical printout at theterminal appears as follows

= 00009999998901000000
= 01000000000000000000

raw 1)

raw( 20)

key code

i ssue

83 23:
84 23:
85 23:
86 23:
87 23:

A-14 DigiReader® Series 42XX

co
14
14
14
14
14

de
: 56
: 56
: 56
: 56
: 56

999999, site = 8901
=0

(3) ABA CARD DATA
(3) ABA CARD DATA
(3) ABA CARD DATA
(3) ABA CARD DATA
(3) ABA CARD DATA

year = 0, nmonth = 0, conpany =1

1 60E8C339
2 E79C1386
3 29B80650
4 0A000000
5 00000000

10/15/02 P/N 6600025, Rev. F




Numerics

132-kHz Low-leved RF field 3-1

4100 SeriesACU 3-9
4100-seriesACUs 3-1

70-kHz signal, credential response 3-1
818SC ACU 3-1

A
Access Control Unit=ACU 1-1
access granted / access denied 3-1
ACU = Access Control Unit 1-1
ADA4305 NexStar RS485 Multiplexers
use 1 or 2 to simplify/extend wiring 6-1
amber LED
(if key read) = enter PIN 3-3
(if PIN entered) = present key 3-3

B
building codes caution 1-2

C
cable installation through back mounting plate 4-1
cable type to use for SNET/

total length/number of devices 5-2

D
daisy-chain S-NET - no crimp lug/
soldered splices 6-1
data and power cable 4-1
DigiReaders - bi-directiona security devices 1-1
Digital Key Reader format A-1
Digital Proximity Readers (DigiReaders) 1-1
DIP address switch S1 for DR4201,
DR4208S/SGM/K and 4220 5-4
DKR = Digital Key Reader 3-1
DKR Configuration (Genera Tab)

Revision F, Part Number 6600025 10/15/02

for NexSentry Star Il controllers 9-3
DKR format A-1
DKR reader mode A-4
DKR-type device 3-6
door unlock time 3-3
DR 4201 designed to be mounted in single-
gang wiring box, (European or US) 7-2
DR 4220
mounting instructions 7-8
recommended stand-off plate 7-12
wall-mounting instructions 7-11
DR 4220 pedestal-mounting instructions 7-8
DR4200K = keypad only reader 1-1
DR4201 S-NET reporting format A-1
DR4203 - designed to be mounted
on metal door mullion 7-1
DR4205GM mounting on window glass 7-5
DR4208K S-NET reporting format A-1
DR4208S DigiReader cable 4-2
DR4208S S-NET reporting format A-1
DR4220 - for maximum performance
mount at least 10" from conducting metal 7-1

E
electrical codes caution 1-2

F
fire codes caution 1-2
FSK-modulated 3-8

G
green unlock time LED 3-3

H

HID key type
Corporate 1000 3-7
DuoProx 3-7

Digi Reader® Series 42XX



INDEX

I1SOProx 3-7
ProxPro 3-7

I
incorrect wiring - voids warranty 1-2
installation away from
AC switching relays, light dimmers, 7-1
computer terminal ie> 10 ft (3m), 7-1
devices emitting electronic radar frequency, 7-1
motors, pumps, generators, DC-AC converters 7-1
installation site - avoid possible
external RF interference sources 7-1

K
KeyPad-Credential Mode - DR4205K mode 3-9
keypad-only reader = DR4200K 1-1

L
LED - single three-color (red-amber-green) 3-3

M
Magnetic Stripe Reader format A-1
Manchester-encoding 3-8
maximum read ranges 2-1, 2-2, 2-3
maximum S-NET length
4000 feet (1200 meters). 6-1
mounted outdoors, use caulking compound
around edges of unit after mounting 7-2
MSR format A-1
MSR reader mode A-4
MSR-type device 3-6

N
NexSentry 4100/ 4102 / 4104 ACUs 1-1
NexSentry 4100-series ACUs 3-1
NexSentry Command Center (NSCC) Host
Access Control System 1-1
NexSentry Manager (NSM) Host
Access Control System 1-1
NexSentry Star | ACU 1-1
NexSentry Star Il ACU 1-1
Normal Mode - DR4205K mode 3-9

I-2 DigiReader Series® 42XX 10/15/02

P
Personal |dentification Number (PIN) 3-1
Phase-Shift Key (PSK) signal 2-1, 2-2, 2-3
pigtail cable provided with reader splice

less than 3 ft from reader = easy inspection 6-2
PIN (Personal Identification Number) 3-1
PIN grace period 3-4
proper wire vs cable length

- DigiReader Wiegand application 6-2
proprietary key type

2Smart 2-1, 2-2, 2-3, 3-7

KeyMate 2-1, 2-2, 2-3, 3-1, 3-7

NexKey 2-1,2-2,2-3,3-7

QuadraKey 2-1,2-2, 2-3, 3-7
ProwWatch (PW) Host Access Control System 1-1

R
ranges from 1 to 20 inches (2%2to 51 cm) 1-1
raw dataformat A-3, A-4
raw data mode A-7
ready state - DigiReader LED = constant red 3-3
rotary address switches

DR4200K, DR4203, al DR4205 models 5-3
R$485 serial network - SSNET 6-1

S
safety codes caution 1-2
SE422 ACU 1-1
SE5850 Host Access Control System 1-1
SE6000 Host Access Control System 1-1
SE818SC ACU 1-1
SE818SX ACU = analog ACU 1-1
S-NET = NexWatch proprietary
DigiReader to ACU interface 1-1
S-NET cable - separate twisted-pair
(data and power) 6-2
S-NET DKR-type 3-7,3-8
S-NET MSR-type 3-7,3-8
S-NET- R$485 seria network 6-1
stand-alone ACU 1-1
Star | ACU 3-1,3-9
Star Il ACU 3-9

Revision F, Part Number 6600025



StarGaze (SG) Host Access Control System 1-1

T

tamper - DR4200 Series 5-7

terminate last S-NET device - Yawatt,
120-ohm resistor / termination jumper 6-1

U
unlock - momentary amber LED - green LED 3-3

W
wall mounting with screws -
DR4203, 4205, 4208S, 4208K, 4220 7-5
Wiegand data = 26- or 34-bit Wiegand standard 1-1
wiegand interface unit A-4
window mounting glass-mounted units 7-5

Revision F, Part Number 6600025 10/15/02
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APPENDIX B: CONTACTING NEXWATCH

Telephone:

United States:
1-800-227-1667 (voice: toll free)
1-510-360-7996 (voice)
6:00am —to— 6:00pm
(Pacific Time Zone = Greenwich - 8 hours)
Monday through Friday
1-510-360-7823 (fax)

Europe (Germany):
+49 (0) 70 31 637 782 (voice)
8:30am —to— 12:00noon & 1:00pm —to— 4:15pm
Central European Time Zone = Greenwich + 1 hour)
Monday through Friday
+49 (0) 70 31 637 769 (fax)

NOTE: The German telephone numbers should be used for technical service for
the whole of Europe. The United States telephone numbers should be
used for technical service for the rest of the world.

E-mail:
help@nexwatch.com
Web site:

http://www.nexwatch.com

P/N 6600025, Rev. F 10/15/02 DigiReader® Series42XX B-1



_ APPENDIX B: CONTACTING NEXWATCH®

an 1SO 9001 certified company

Contacting Customer Service:
ex\Vatch 47102 Mission Falls Court
® Fremont, CA 94539-7818
TOLL FREE: 1-800-227-1667 Monday - Friday 6 am - 6 pm (PT)
PHONE (510) 360-7800 E-mail: help@nexwatch.com

FAX (510) 360-7820 Internet: http://www.nexwatch.com

(Composed in the United States of America & printed at point of shipment)
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